How to act as a good NSP peer?
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Why peering?

Customer - ANA

Cost saving
Latency

Better routing control

Qustomer




How to evaluate your potential peers?

Customer - ANA

Company peering policy.
Own flow data

Peeringdb

AS data, ASRank by ASCaida.

?an

Looking Glass URL
Network Type

IPv4 Prefixes @
IPv6 Prefixes @
Traffic Levels

Traffic Ratios
Geographic Scope
Protocols Supported

Qustomer

hitp://lg.retn.net/

NSP

80000

8000

10-20Tbps

Balanced

Global

® Unicast IPv4 (9 Multicast @ IPv6 O Never via route servers




What's ASRank?

Long term research project from Center for Applied Internet Data Analysis(CAIDA) based at
the San Diego Supercomputer Center in US.

Interpret the data from Route Views Project and RIPE NCC to infer the relationship between
ASes.

Ranking is concluded based on the customer cone.

Customer Cones




Customer cone

effects of changing the link beween A and B to a peering link

B is Customer B is Peer B is Provider

A's cone loses B,G ; ‘ A's cone unchanged
B's cone unchanged B's cone loses A,C,D /

—

A's cone unchanged
B's cone unchanged

When there is a change of relationship between ASN, customer size would be changed
accordingly!!




How can ASRank help?

Provide an objective way on
evaluating the peering

e number of their direct and indirect customers. Note: We

Open-source data so that you can ) oo it 5 e et e

integrate with your own system -

n es are sorted by their relationship, which is inferred from observed BGP paths. Note: we do not have data to infer financial

Monthly update on the source

AS Rank a AS Number v Organization cone size (ASes) ©

data/Quarterly update on WebUI ,,
usually.

Ranking for content-related ASN is
not appropriate because they 7
seldom do transit for another o
ASNSs.
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How to secure your network”?

RPKI — Reduce the risk of route leak and BGP hijacking.
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RPKI-ROV History of Unique Prefix-Origin Pairs in APNIC (IPv4)

NIST RPKI Monitor:

Not-Found M Invalid

RPKI-ROV Analysis Protocol: IPv4 RIR: APNIC

RPKI-ROV Analysis of Unique Prefix-Origin Pairs in APNIC (IPv4)

Valid: 49.19%

Unique P-O
TOTAL: 248,409

) Valid : 122180
Invalid: 1.30% [—

Not-Found: 49.51%
B vaiid:122,180 Not-Found:122,990 M Invalid:3,239

NIST RPKI Monitor: RPKI-ROV Analysis Protocol: IPv4 RIR: APNIC Date: 2023-10-19 18:00

Source:




How to secure your network”?

RPKI status — South Korea

ROV Filtering
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Source: Stats Lab APNIC 19 Oct 2023




How to secure your network”?

BGP hijack South Korea in 2022---- KlaySwap, cryptocurrency platform.

Hackers stole USD$1.9million worth of digital assets by redirecting the user to a malicious
version of KakaoTalk.

AS9457 211.249.0.016

AS9457 211,249.128.017
Normal Way AST7625 211.249.216.021

Kakao IP: Transit ISP/NSP

211.249.216.0/21
AS7625

Invalid way
/nw 211249 2160121

Zayo ongin.  AS7625
Hackers AS6461 descr  Kakao Corp
211.249.221.0/24 mnt-by:  MAINT-AS10158
AS9457 changed: netops@kakaocorp.com 20190102 #07:25:05Z
source. RADB




How to secure your network”?

Does RoV filtering really helps?
Answer: YES!
75% of traffic goes to the correct destination

Invalid route propagation has been reduced by 1/2 to 2/3

source: How much does RPKI ROV reduce the propagation of invalid routes? (Doug Madory & Job Snijders, 2023)

source: Where Did My Packet Go? Measuring the Impact of RPKI ROV (Koen van Hove, 2022)



https://www.kentik.com/blog/how-much-does-rpki-rov-reduce-the-propagation-of-invalid-routes/
https://labs.ripe.net/author/koen-van-hove/where-did-my-packet-go-measuring-the-impact-of-rpki-rov/

How to secure your network?

Anti-spoofing - BCP38 aka RFC2827
Network Ingress Filtering

IPv4 blocks (excluding NAT)

Validate the packet at the inbound
Easy tO |mp|ement Spoofable

Juniper/Cisco/Huawei are all supporting for
uRPF(unicast Reverse Path Forwarding) Blocked

Save bandwidth and minimize the amount of

malicious traffic.

No additional cost. poofable

nconsistent
Our practice: 1182

rpf-check strict mode for IP customer
rpf-check loose mode for IPT customer.

RETN




How to secure your network”?

Flowspec — introduced in 2009 RFC5575
Implemented on eBGP and control via NLRI(Network Layer Reachability Information)

Enable features to exchange the information about specific flows in network.

BGP Prefix gl
BGP Prefix Victim initiates with next-hop L
installed with Flowspec pointed at discard 'm being 7%
action set to announcement for and uURPF enabled attac;kEd'
rate O 53/UDP only §

203.0.113.0/32,*,17,53 PE1

PET .
m\ - PE3 i
% PE3 ™. ( SERVICE %
i = e CT"H ORDATA
SERVICE - CEl/f ENTERPRISE PROVIDER \ ZENTER
PROVIDER C—H ORDATA
CENTER A\
\_/ Q PE2

203.0.113.1 %
SERVICE

NOC configures
S/RTBH on
route server

203.0.113.1

] ] ] o

Source:
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How to secure your network”?

Simple word: Dynamic firewall implemented on eBGP connections/Upgraded RTBH.

| Traffic match | Traffic action
drc/dst IP Drop
Length Rate-limit (shaper)
IP protocol Mark (DSCP)

src/dst ports Redirect to VRF(e.g., to
DPI scrubber)

TCP flags
DSCP

Fragment




How to secure your network”?

Easy to implement Hardware limitation(up to several thousands of
rules)

Multiple vendor Need to identify the attack flow properly
supported(Cisco/Juniper/Huawei/etc)

Provide granularity to control the flow of the
DDoS attack




Minor but also important

Maintain a network without packet loss
Responsive 24x7 support

Maintain an up-to-date peeringdb profile for your ASN. This is one of the requirement to peer
with major CDNs and operators (Eg. Cloudflare, AWS, MS, etc)

Packets: Sent = 4, Received = 4, Lost = @ (0% loss),

= :
= PeeringDB







